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Abstract 
This document covers the issues and requirements for achieving a compliant email solution. 

Compliance is a massive topic. As a concept it seems simple; however for an organisation to 
achieve compliance is very complex. In essence, this requires the organisation, whilst conducting 
its day to day business, to obey all the relevant legal, regulatory, judicial, and corporate 
governance requirements, in addition to any applicable standards and codes of practice. These 
requirements are neither explicitly defined in any one place nor by any one body. It is for each 
organisation to determine what requirements it must comply with, and what actions should be 
taken to achieve compliance. 

The objective of this document is to provide a clear introduction to the subject of email 
compliance.  The document first highlights the rules and regulations that an email system must 
comply with. These rules and regulations are then used to derive both a set of requirements to 
be met and guidelines on the steps an organisation should take to meet them. The guidelines 
include which departments need to be included to fully determine the requirements and 
solution, where to start in defining individual requirements and what the components of a 
solution might be. 

The document is aimed primarily at directors, both executive and non-executive.  Directors have 
an obligation to understand the corporate governance issues that they face, including the legal 
issues and potential liabilities, both organisational and personal, surrounding the use of 
electronic mail and the use of electronic documents.  The document is also aimed at those 
responsible for implementing a compliant system which includes the IT department, legal, 
human resources, risk management and security. 

The document is applicable to all industries and contains specific pointers where appropriate for 
industries such as finance, telecoms, government, healthcare and pharmaceutical. 
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1 INTRODUCTION 
Compliance does not just mean meeting the requirements of specific regulations such as 
Financial Services regulations. Compliance means meeting all legal and regulatory obligations 
that a commercial concern must face. In addition compliance means meeting judicial and 
corporate governance requirements. This comes from the fact that regulations, legislation, and 
other requirements of compliance cannot be understood in isolation from the legal framework 
within which they operate. 

Email is just one, albeit a very significant component of doing business electronically. The issues 
extend to all forms of electronic communication and use of electronic records. This document 
concerns itself with email but the requirements can just as readily be applied to other forms of 
communication. 

Before delving into the detail, it is worth standing back for a moment to understand the origins 
of the problem to be resolved. With these “first principles” in mind, it becomes much easier to 
understand how the various industry sectors have defined explicit regulations for the conduct of 
business, and particularly electronic business, within their sector. 

The next section of this chapter provides a definition of what compliance means and the 
remainder addresses the background to electronic mail and its use in business. 

1.1 Compliance 

A compliant organisation is an organisation that obeys all the relevant legal, regulatory, judicial, 
and corporate governance requirements, in addition to any applicable standards and codes of 
practice. Compliance with a single regulation, where it is achieved in isolation from the other 
elements of compliance has little use as it may not guarantee compliance in its full sense. For 
example, if one regulation requires a retention period of 3 years, but another requires a retention 
period of 7 years, then the retention period must be set to 7 years. (Note, this may have 
implications on access rights under the former regulation.) 

However, more fundamental to any regulation, is the fact that all regulations are subject to the 
jurisdiction and requirements of the courts, and it is these that must be met irrespective of the 
requirements of a specific regulation. This can lead to apparent anomalies, for example a 
regulation may seem to prohibit deletion of a record during the retention period but the courts 
have the power to order an incorrect record to be deleted or amended. Typically, retention 
periods required by the courts are longer than those defined by regulators as the courts require 
the record to be available until the need for that record expires under the statute of limitations. 
Regulators only define a retention period to cover the period that they have specific interest in 
the record. 

Regulations tend to focus on which records need to be retained and for how long. Some go 
further, particular in the Pharmaceutical and Health Care sectors, and address the issues of 
integrity and authenticity of records in electronic form. This leads to the cornerstone of 
compliance, be it paper-based or electronic, which is demonstrating evidential weight for 
records. Evidential weight is covered more comprehensively in the next chapter; the concept that 
needs to be recognised as part of the discussion on compliance is that an organisation needs to 
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be in a position to demonstrate that the records it retains are the actual business records used 
and none has been added, changed or deleted.  

Much of the information contained in this document, however, is relevant to the management of 
any type of electronic record. It would also be wrong to conclude that this document is only 
relevant to electronic records. In fact, the principles apply equally well to paper records and it is 
a common mistake to conclude otherwise. What is significant is that the ability to do business 
electronically throws up a range of technical issues that need to be addressed in order to give the 
same level of confidence, of evidential weight, to the record in electronic form. Compliance has 
always been a requirement for conducting business, but the advent of the computer age and 
recent high profile corporate scandals have raised the profile. 

Compliance to put it simply is a cost of doing business. 

1.2 The evolution of writing 

Writing was developed in Babylonian times to record business transactions and tax receipts in 
order to provide strong evidence of a trade agreement.  The transactions were recorded on clay 
tablets which provided data integrity and both sides had proof of the trade. In effect, the tablets 
provided non-repudiation. 

Over time clay was replaced by papyrus, velum and today’s paper and ink.  This evolved to the 
printed and typewritten word, all the time making the process of recording information more 
efficient, whilst being able to maintain its integrity. Typewriters were replaced by word 
processors but paper was still the final medium for communication. Typically, the integrity of a 
paper master would be maintained by both parties signing every page.  

Today, this can all be done electronically but all the issues of the paper to clay worlds remain. 
Electronic communications provide greatly improved efficiency and global reach.  The question 
is ‘How can electronic mail, and electronic records in general, retain the same properties as those 
first trade agreements carved out in stone, i.e., integrity, evidence, and non-repudiation?’ 

1.3 The evolution of email 

Most companies now depend on their email systems.  

One of the tasks of the IT department is to provide and maintain the corporate email service. 
Initially this just meant choosing a mail system, rolling it out and taking care of day to day 
administration. (A mail administrator will have a wry smile at the just!) 

IT has had to solve a number of other issues over time. Lack of interoperability is now a fading 
memory but spam and the email-borne virus remain major issues. The use of email to 
communicate pornographic or other unsavoury material has led to the use of content scanning 
software, as has the requirement to protect corporate information.  

The growth in the volume of email has led to IT introducing deletion policies and putting limits 
on mailbox sizes. IT is now deploying archive systems to help users manage their own mail files 
and improve the efficiency of the email systems. 

These are all fire fighting tactics taken to maintain a service. None of them resolves the problems 
that clay tablets were first used for – providing integrity, evidence, and non-repudiation. 
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Ensuring our electronic communications have these qualities is the essence of compliance, and 
underlies much of the specific industry regulations, as will be explained in this paper. 

Due to concerns over these issues, some organisations veto the use of email with customers and 
partners, so losing a valuable productivity tool, but this still does not eliminate the risks. 

1.4 Implications of not being compliant 

Every email should be considered as being equivalent to a paper communication. It is because of 
this that IT alone cannot resolve the issue of compliance. The issue is one of corporate 
responsibility and good governance for the Board and senior managers of an organisation to 
address . Whereas virus attacks have visible consequences, compliance, or the lack of it, is 
often still seen as an irrelevant part of the risk equation of doing business. This situation is 
starting to change. 

[ 23 ]

[ 23 ]

[ 28 ]

The failings of organisations such as Enron and Arthur Anderson have brought the situation to a 
head.  Emails are recognised as a source of evidence for the courts and legal discovery 
subpoenas are increasingly being issued against organisations. The courts are penalising 
organisations for failing to produce the requested records, either through contempt of court 
proceedings, or, by finding against them. It is deemed irrelevant whether the organisations 
could not deliver the information because of their negligence or because of deliberate or 
accidental deletion.  The levels of fines are increasing. Where organisations continue to ignore or 
defy the law, the regulators are targeting directors and individual perpetrators. The stakes are 
getting higher with gaol sentences being seen as the next step. 

Back-up and archive systems are not enough as illustrated by a recent case in the US [ 30 ]. 
Uncertainty as to whether or not to retain documents is immaterial. In another recent US case it 
was held that: 

“it is well established that where a party can reasonably anticipate litigation, i.e., it knew or 
should have known of the potential litigation, it has a duty to preserve evidence that may be 
relevant to that litigation ”  

Though in some cases there may be some uncertainty as to the need to keep records, the case 
also held that: 

“it is more reasonable for a party to preserve evidence, in view of the possibility of litigation, 
than to dispose of it.” 

1.5 What needs to be done 

Increasingly, regulators are imposing duties on directors and senior managers to ensure that 
they implement IT solutions that meet their risks and requirements . 

The organisation must assemble a team which should be approved at board level. Because 
compliance is corporate wide but impacts at the department level, the team must consider the 
collective input from individual departments and business units in order to establish the 
requirements and the solution. The team itself will typically include individuals from IT, HR, 
legal, internal audit, and other relevant business divisions.  
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The process must consider all the issues, ascertain the jurisdictions, laws and regulations that 
apply, work out what needs to be done, prioritise the tasks and create a plan to implement the 
solution. This will not be an easy journey, but achieving compliance is something only the 
organisation can do. Rushing out and buying a product without the right preparation is not the 
right strategy. Appropriate tools will feature in the total solution but they alone cannot make an 
organisation compliant. It is the organisation, not the product, which must be compliant. 

Doing nothing is also not an option; even an organisation with a policy that allows no external 
business email must take some action. Internal emails are just as important. 

1.6 Benefits of Compliance 

Meeting the issues of legal and regulatory compliance is not without business benefits -it is not 
just an insurance policy. A compliant solution will archive all mail messages. This will provide 
operational benefits for IT and end users. (Note: a compliant solution provides an archive 
capability; an email archive solution does not necessarily provide compliance.) 

On the risk reduction side, an organisation will be able to respond to discovery notices and 
defend itself with the best evidence if a compliant system is in place. This implies better 
corporate governance and reduced potential exposure and costs for litigation.  

Users are less likely to abuse the mail system and will fully understand the implications of an 
email message if they know that all messages are automatically archived, whilst organisations 
will have the evidence to protect themselves against false claims. For instance in a recent case, an 
organisation managed to protect itself against a claim of sexual harassment as it had archived 
copies of email messages with sexual overtones sent by the female litigant. 

For financial services, a compliant email system will play into the Basel II arena and reduce the 
capital adequacy ratio.   

As more email-related cases come to court and organisations lose partly as a result of a lack of 
compliance, it should be possible for compliant organisations to negotiate cheaper insurance 
premiums. 
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2 THE RULES AND REGULATIONS 

2.1 The Law Applies 

Anyone who has looked into this area will have read about record keeping regulations, and 
wrestled with the dichotomy of Data Protection verses the need to monitor mail. These are 
relevant issues, but underpinning everything is a basic principle – the law. The law applies to 
electronic documents and communications in exactly the same way that it applies to other forms 
of documents and communications. 

This situation has been clarified by most jurisdictions enacting specific regulations to legitimise 
electronic communications such that courts cannot deny legal validity on the grounds that a 
document, record or communication is in electronic form , , , , , , . [ 7 ] [ 9 ] [ 14 ] [ 17 ] [ 18 ] [ 19 ] [ 37 ]

[ 10 ]

[ 16 ]

[ 12 ]

[ 6 ]

A problem occurs because the legislation discusses legal impediments to doing business 
electronically but not the practical issues .   One result of this is a pre-occupation on topics 
such as Electronic Signatures and record keeping requirements. Both are important, but must be 
seen in the basic legal context of evidential weight.  

Evidential weight requirements do not apply to bundles of records. They apply to each record 
individually.  

2.2 Evidential Weight 

The legislation referred to above provides for legal admissibility of evidence in a Court of Law.  
It is for the court to decide how much it will trust the information – what evidential weight to 
attach to the evidence.  Evidential weight is about reducing the uncertainty surrounding 
evidence [ 5 ], . The side with the greater evidential weight will usually win, or at least 
mitigate its liability.    

Compliance should be considered as providing evidential weight for electronic data that can 
match the evidential weight of paper.  This is much more than records storage. It concerns the 
whole lifecycle of data creation, transmission, storage and eventual controlled deletion. The 
challenge is to overcome the inherent transient nature of electronic data and requires that all 
aspects of data are retained; the existence or occurrence of the data, the data itself, any access to 
the data contents, any attempt to edit or delete the data, ensuring that the data created is the 
data that is stored and demonstrating that no data has been lost or inappropriately deleted.  

At heart here is the principal captured in every jurisdiction, which is to affirm the weight of the 
evidence. 

2.3 Data protection 

Data protection is all pervasive in the European Union . If organisations process personal 
data then they must ensure that they comply with the limitations placed on them by the 
Directive and respective implementation laws in the Member States of the EU . 
Organisations must ensure that any data is processed fairly and lawfully, kept secure from 
unauthorised access, and deleted once it is no longer required. Within the EU organisations 
must satisfy data subject requests and within a set time.  
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A common misconception is that there is a dichotomy between the need to keep records and 
data protection requirements. No such dichotomy exists. An organisation has the right and duty 
to retain data in order to protect itself in case of legal action. This can include personal or private 
emails. These, however, must not be read by the organisation unless needed for a legal action. 
The organisation must simply ensure that records can only be used for prescribed purposes, and 
that it deletes any records that contain personal data once the required retention period has 
come to an end .  [ 11 ]

[ 20 ]

[ 20 ] [ 35 ]

[ 31 ]

[ 21 ]

2.4 Data privacy and monitoring 

Workers are entitled to a degree of privacy in the work place  which organisations have a 
duty to respect, and includes the ability to send personal and private emails. Organisations can 
still establish evidential weight for their electronic communications, but they must understand 
the difference between establishing evidential weight and monitoring , . Organisations 
may not, except in certain circumstances, read private messages, but they can scan such 
messages for viruses or spam, or in some cases monitor traffic patterns. Establishing evidential 
weight requires that records are kept for the required retention period or until they are no longer 
needed. The records should not be opened or read unless or until they must be, and employees 
must be kept fully aware of this activity and their organisations’ policies.  

In some jurisdictions users must be able to delete their private records irrespective of any 
retention policy. 

2.5 Record Keeping Requirements 

There is a general requirement to maintain adequate records as a requirement of doing business, 
though some industries, especially those that are regulated, have additional onerous 
requirements. 

2.5.1 General commercial requirements 

Record retention requirements for electronic data are the same as those for paper records. 
Minimum time limits are defined for various record types, such as companies’ documents and 
records, contractual documents and communications, negotiations, employment records, tax 
records, general commercial communications, though in virtually all jurisdictions there is also a 
general duty to keep documents until there is no longer the possibility of their use in litigation.  

If an organisation does business in different jurisdictions then foreign regulations will also apply. 
The most notable example of this is the Sarbanes-Oxley Act of 2002 (US), of which section 409, a 
requirement for real-time reporting systems, is particularly onerous . 

2.5.2 Financial services 

Financial service providers have stringent record keeping, monitoring, and supervision 
requirements. Every jurisdiction defines the records that it wants kept together with their 
retention periods. Retention periods are set on a per record basis. Simply relying on the 
provisions of general company law is insufficient. The regulations under the Financial Services 
and Markets Act  and the Financial Services Act in the UK define a huge array of retention 
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requirements, most of which are summarised in the Financial Services Authority Handbook. The 
requirements for both retention and deletion must be met.  

If the providers are subject to the SEC then they need to meet the requirements under rules 17a-3 
 and 17a-4  of the Securities and Exchange Act 1934 which set out in great detail the 

standards and safeguards that archival systems must provide. These requirements do not 
discriminate against electronic storage; they simply bring the standards up to those of paper-
based systems. 

[ 32 ] [ 33 ]

[ 2 ]

[ 1 ]

[ 25 ]

[ 11 ]

Basel II is a growing issue globally and requires extensive reporting systems in order to facilitate 
the risk management models that will allow financial services to reduce their respective capital 
adequacy ratios. Whilst officially applicable to banks, financial service regulators around the 
world seem set on implementing and extending the regime to cover all forms of financial service 
providers. A system that ensures evidential weight will form the basis of the reporting 
requirements for Basel II . 

2.5.3 Pharmaceuticals and Health Care 

In the US the Food and Drug Administration has developed a set of regulations, 21 CFR Part 11 
, that mandates the procedures that pharmaceutical and bioscience companies must follow 

with regards to electronic records, and electronic signatures. These procedures are intended to 
establish the validity and integrity of the records where organisations wish to use electronic 
information and communication systems. 

Patient record confidentiality is a major concern. The Data Protection Directive in Europe applies 
and codes are being produced by the Member states to ensure compliance in this area. In the US 
the Health Insurance Portability & Accountability Act 1996 mandates requirements for patient 
record privacy and protection with regards to electronic records and transactions . 

2.5.4 Telecommunications 

Many jurisdictions require telecommunications service providers to retain communications data 
for a period of time in the event that it may be required for future criminal investigation. Within 
the EU codes and regulations must be drawn up to comply with the Data Protection Directive. 
In the UK a voluntary code of practice stipulating the retention periods, from 3 to 12 months 
depending on the type of record, has been drawn up under the Anti Terrorism, Crime and 
Security Act 2001. Other Member States have enacted similar provisions.  

In the EU, the Directive on privacy and electronic communications requires stringent record 
management and deletion procedures. Personal data must be stored securely, but only so long 
as it is required after which it must be deleted. Recital 23 makes this clear . 

2.6 Other Issues 

2.6.1 Pornography and paedophilia 

Paedophilia is strictly prohibited. Mere possession, even unknowingly, is often enough to secure 
a conviction and custodial sentence (in some jurisdictions, such as in Denmark, although 
freedom of expression is protected and paedophilia can be discussed, the possession of 
paedophilic material is still prohibited). If paedophilic material is detected it should not be 
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deleted or processed. Rather the authorities should be contacted immediately and any action 
taken in conjunction with them. Pornography is generally thought of as less serious, but it is 
regulated differently by different jurisdictions. What is acceptable in one jurisdiction may incur 
criminal liability in another. Legal advice should be sought.  

2.6.2 Spam, anti-virus, content checking 

ISPs may be required to begin filtering Spam. Originators of spam and viruses may be held 
liable for any damage caused. For instance in Italy an organisation can be held liable if a virus is 
sent from its own internal network.   

2.6.3 Electronic/digital signatures 

Regulators in most jurisdictions have recognised the validity of electronic signatures , , 
, , , and provided for their legal validity. None of the implementing legislation 

guarantees evidential weight for electronic signatures. They simply prevent the courts from 
denying admissibility due to their electronic form. The evidential weight of the signatures must 
still be ascertained. Though virtually any form of signature may be used, in practice only a 
properly implemented digital signature will attract any real evidential weight in a dispute. 

[ 8 ] [ 13 ]
[ 15 ] [ 34 ] [ 36 ]

2.6.4 The Postal Rule 

The postal rule has caused some confusion with regards to its application to electronic mail.  

The postal rule is a peculiarity of English law although similar rules exist mainly in common law 
jurisdictions; a few civil law jurisdictions also have rules that have a similar effect. The postal 
rule is an exception to the general rule of contract formation which is that an acceptance is only 
effective when it is received by the party making the original offer to contract. The postal rule 
applies only when the parties to an agreement do not communicate with each other by way of 
instantaneous communications such as by telephone but instead use a non-instantaneous 
method of communications such as the postal service. Put simply, the rule states that an 
acceptance is effective once it is posted, rather than when it is actually received. The essence is 
that the acceptor has entrusted his communication to a trustworthy third party. 

This may seem to be relevant to electronic mail, which is a non-instantaneous method of 
communication. However this is not the case, because the postal rule only applies where the 
parties trust their communications to a third party which can be trusted to deliver the 
communications. Electronic mail cannot be relied upon to deliver a communication.  

The postal rule is not a hard and fast rule but is simply a presumption that is easily rebutted. If 
the terms of the offer to contract state that the acceptance must be received by a certain time or 
date then the rule does not apply. 
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3 REQUIREMENTS OF THE SOLUTION 
The list of rules and regulations can seem daunting but fortunately, the requirements can be 
broken down into seven core areas: record capture, record storage, record retrieval, access 
controls and authentication, record integrity, proof of delivery, audit, and disposal which 
together provide non-repudiation and evidential weight. The BSI tackled this issue in 1999 and 
created an international code of practice, updated in 2002, BSI DISC PD5000:2002. This codes 
contains five parts of which BSI DISC PD0008:1999 (shortly to be adopted internationally as ISO 
TC15801), is a mandatory component and concentrates purely on the storage of electronic 
information. However, it should be noted that the BSI code of practice is merely a starting point, 
and not the ultimate description of what is required in order to achieve full evidential weight. 

3.1 Core requirements 

The core requirements are based on the need to provide non-repudiation and evidential weight.  

3.1.1 Record capture 

A storage system is irrelevant if a system cannot guarantee to capture the information correctly 
and retain its integrity from that point on. A message coming into the organisation must be 
captured along with all its context, uniquely identified and its integrity guaranteed, and then 
archived before it is processed in any other way. This demonstrates that it is impossible to alter 
or delete the message before storage.  Relying on a mail system’s journaling functionality is not 
foolproof and allowing end users to define what is archived and when is totally unacceptable. 

If record creation is not routine or timely, then it may not survive a “hearsay objection” from 
opposing counsel. 

A message leaving an organisation must be archived after all other processing has taken place.  
Legally, liability rests with the organisation rather than an individual, so it is important to 
capture the message sent by the organisation. A compliant system may well want to ensure that 
the final message sent is the original message sent by the sender.  

Note, the sender only has to demonstrate that a message reaches the recipient organisation in a 
form readable by that organisation. It is then that organisation’s responsibility to process the 
message correctly.  

3.1.2 Record storage 

Each record, along with any supporting information, must be stored for its mandated retention 
period which should be identified and documented.  A default retention period for each record 
will be the minimum period of all record types. Automated analysis or human intervention may 
extend this period, so a solution must support retention time extension at the individual record 
level. 

Storage subsystems may exhibit the ability to maintain data integrity but a fully compliant 
system must demonstrate record integrity from the time a message reaches or leaves the 
organisation until deletion. This is partly covered by capturing the record when it first reaches 
the organisation but also includes technologies such as digital signatures. 
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3.1.3 Record retrieval 

A solution that stores data but does not allow retrieval is worthless ! Record retrieval must, 
however, be restricted to those who have authorisation to retrieve the relevant messages. A user 
obviously must be able to retrieve messages that he has sent or received. The organisation and 
regulations will define further controls.  For example, a privileged user must be able to carry out 
a discovery operation across the whole archive but restrict the visible messages to those that are 
relevant.  To do so will require a powerful searching mechanism. Under certain circumstances, a 
privileged user may be able to look at another person’s records. Such accesses must be controlled 
and must be audited. Unauthorised attempts to access records must be denied, but must also be 
audited. 

[ 30 ]

[ 22 ]
In the USA, a response to an SEC discovery notice for certain records is required in 36 hours; in 
the UK a similar notice from the FSA requires a response in 24 hours .  The archive must be 
capable of responding well within these time frames, requiring online and/or near term backing 
storage.  This may also provides operational benefits such as recovering an end user’s mailbox 
and reduces the requirements on server backups and restores. 

3.1.4 Access Controls and Authentication 

A user may only carry out the operations on the archived records for which he is authorised. An 
end user, or privileged user, must first authenticate to the record storage system in order to 
retrieve permitted records and can only carry out the operations that the role permits.  

There must be strong access controls in place to prevent the accidental or malicious deletion or 
alteration of records. The access controls must be enhanced by strong authentication and 
permission management controls to allow the deletion or alteration of records due to the expiry 
of their retention periods, or alteration is required due to a court order or some other operation 
of law.  

3.1.5 Record integrity 

Preserving and proving record integrity is vital. A compliant solution will need to utilise 
cryptographic tools and digital signature technologies internally to audit and guarantee that the 
stored record is identical to the captured record during its retention lifetime.  

The integrity of each record should be established and audited from the moment of its creation 
and will need to be verified: 

• At the moment of capture by the system at the moment of transmission and receipt; 

• During the lifetime to prevent loss or damage due to bit-degradation; 

• On retrieval; and 

• On controlled deletion to verify that the selected record is being deleted. 

Risk can be further reduced by the sender first establishing integrity and the recipient verifying 
it.  
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3.1.6 Proof of delivery and non-repudiation 

Proof of delivery means more than just proving that the message was received. It includes the 
proof of who sent the message, it includes the proof that the message integrity has been 
preserved, and it includes the proof that the message was received in a format that the recipient 
could read if they so chose to do. Proof of delivery itself is part of non-repudiation. True non-
repudiation is not just simply proving the sender sent a message; in its entirety, non-repudiation 
means: 

• The sender can prove that he sent the message; 

• The sender can prove that the recipient received the message in a form that the recipient 
could read; 

• The sender can prove that the message sent was the message delivered and in the form that 
it was sent; 

• The sender can prove that the message has not been altered in any way; 

• The sender can prove that his copy of the message has not been altered in any way; 

• The sender can prove that the copy of the message that was sent was archived at the point 
of transmission before any alteration was possible; 

• The sender has a full audit trail of the message; 

• The recipient can prove that the sender sent the message; 

• The recipient can prove that he received the message; 

• The recipient can prove that the message received was the message sent and in the form 
that it was sent; 

• The recipient can prove that the message has not been altered in any way; 

• The recipient can prove that his copy of the message has not been altered in any way; 

• The recipient can prove that the copy of the message that was received was archived at the 
point of reception before any alteration was possible; and 

Authentication has a part of play in this process: 

• In keeping with the role of the organisation as a legal entity, email systems should 
authenticate to each other to demonstrate that a message has been sent to the right 
organisation; and 

• To remove the possibility of mail spoofing, end users should have the ability to mutually 
authenticate, though this is not a legal requirement itself as liability rests with the 
organisation. 

3.1.7 Audit 

Audit is the functionality most often overlooked.  It is vital that a separately stored record audit 
is maintained.  An audit needs to record all accesses, attempted access, changes and any other 
activity on each and every record.  
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The separation of audit information from the record ensures that it can be proved that a record 
hasn’t been deleted before its expiry date or that any operation done on the record is legal.  An 
example of where audit is fundamental is deleting a record before its expiry date as a result of a 
court order. The deletion and reason for deletion must be fully audited although the record will 
no longer exist. 

Audit information on a record should be kept for a period after record deletion in case the 
integrity and veracity of the record store and audit trail is questioned at a later date.  

3.1.8 Record Disposal 

It must be possible to delete (expunge) or alter a message if required to do so by law, and it is 
this requirement that makes optical media an unacceptable email archive medium. This 
requirement can seem to be at odds with SEC 17a but note the potential for personal data as well 
as company records.  There are two scenarios: expired personal messages and legal intervention. 

• Once the retention period has expired, any records containing personal data must be 
deleted.  As it is an employee’s right to use email for private mail (with limitations 
defined in the Use Policy) this is a real issue for an email archive.   It is an organisation’s 
choice whether to delete an expired record which does not contain private data. Once a 
record’s strict legal retention period has come to an end it may be time barred from any 
subsequent action. 

• There may be a legal demand, by operation of law or by court order, to change or delete a 
record before the expiry of the retention period.  This places stringent requirements on 
access controls and authorisation rights on the email archive solution and, along with all 
other operations, must be fully audited.   

Components that do not allow for controlled deletion cannot be used to create a system that 
complies with the data protection laws within the EU. 

3.2 Other requirements 

3.2.1 Confidentiality and secure email 

The regulations of data protection and good corporate governance require confidentiality of 
personal data and corporate information.  Encryption should be used when sending information 
across the Internet and ideally within the organisation as well.  

A record store may also use encryption to ensure the confidentiality of the information stored 
within. Strong access controls to the archive are essential with a full audit of all access attempts. 

If an organisation uses encryption then it may be subject to the provisions regarding access to 
information protected by encryption in the Regulation of Investigatory Powers Act 2000 . [ 29 ]

24 ]
[ 26 ] [ 27 ]

3.2.2 Supervisory requirements 

Various regulatory bodies, such as the FSA [  in the UK and the National Association of 
Securities Dealers ,  in the US, impose a requirement for senior management to be able 
to supervise communications in their organisations to ensure that regulations are complied with. 
The access controls of the record storage system should allow authorised personnel controlled 
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access to relevant records in order to facilitate the supervision requirements, and should be 
flexible enough to allow full supervision to take place. Such access should be fully audited. 

3.3 Requirements of a useable mail system 

A solution that meets the legal and regulatory requirements has to be usable and manageable. 
There are a number of additional requirements that should be considered part of the total 
solution which either the compliant solution must integrate with or the compliant solution 
should enable the extra capability. 

The solution must integrate with anti-virus, spam filtering and content analysis utilities. These 
must operate before a message is archived where it is being sent, and after it has been archived if 
it is being received. In those jurisdictions where it is legal to use utilities that add disclaimers to 
a message before it is sent, this must be done before the archive process. For a full audit trail, the 
message as sent by the user before processing by content checking, anti-virus, or disclaimer 
addition, should also be archived. 

Operationally, the solution must reduce the backup burden on the mail server and provide user 
recovery.  From an end user viewpoint, the existence of the solution should be transparent but at 
the same time provide access to the knowledge store.  
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4 PUTTING COMPLIANCE INTO PRACTICE 
If an organisation is to begin to achieve compliance then it must assemble a team which should 
be given a mandate by the board. Input from every department and business unit will need to be 
considered in order to establish the requirements and the solution. 

4.1 Selecting the team 

The exact details of any solution will be specific to a particular organisation but there are a 
defined set of requirements to be met and a common approach that can be taken.  It is important 
not to rush into a quick fix as the correct solution will impact everyone in the organisation. 
Getting it wrong is little better than doing nothing. 

A diverse team will be required to define and approve the solution. 

The organisation must decide who will be the leader of this team but one recommendation is 
that a board-level sponsor is obtained.  Failure to comply with regulations or the law has a direct 
bearing on the liability of directors.   The board must ensure that it is kept fully aware of the 
issues and kept informed of any new risks that may be uncovered. 

4.1.1 Legal   

Legal will need to ensure that the solution meets all the legal requirements. 

4.1.2 Human Resources  

Procedures will need to be put in place that will affect all staff.  HR will need to be involved in 
the drafting and distribution of these procedures.  

4.1.3 IT Department 

The IT department will be central to the implementation of the final solution. IT may have their 
own requirements that should be met, but IT can only implement a solution once the full set of 
requirements has been specified by the organisation. 

4.1.4 Security  

Any impact to IT needs to be reviewed by security.  The solution has very real security 
implications regarding data access and is likely to include a review of secure email. 

4.1.5 Risk/Compliance Officer 

The Compliance Officer should understand and be able to ascertain the risks faced by the 
organisation, and be involved in defining the policies, procedures, and systems that the 
organisation must implement. 

4.1.6 The Departments 

Compliance involves every department within an organisation, though the individual business 
units and departments themselves may not form a part of the core team. However they will 
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provide the information that the team collects. It is essentially the team’s task to interview the 
departments to understand the types of records in use. 

4.2 Defining the solution 

Two codes of practice are helpful starting points. These are BSI-DISC PD 0008:1999, the Code of 
Practice for Legal Admissibility and Evidential Weight of Information Stored Electronically , 
and BSI-DISC PD 5000:2002, A Code of Practice in 5 Parts for – Electronic Documents and E-
Commerce Transactions as Legally Admissible Evidence . These codes look at the general 
issues surrounding evidential weight but do not refer to specific industry regulations. 

[ 3 ]

[ 4 ]

Every organisation will have its own requirements that must be met, but a general outline of 
some of the points to consider is set out below: 

• Legal & the Board. What jurisdictions does the business trade under?  What regulations 
apply? This will define the set of laws that need to be adhered to and highlight any 
clashes and the requirement to implement email policies that depend on the country the 
sender and/or receiver are located in or doing business in.  

• Legal. Define a comprehensive document retention policy based on the applicable 
regulations.  A review that begins with email will naturally, and rightly, expand to cover 
all electronic records created by the organisation and how they are managed.  

• HR & Legal. Define an email Acceptable Use Policy including disciplinary procedures. 
Define an education programme for document retention and email use, and implement 
and monitor it. 

• HR & Legal & IT. Review the Security Policy. An organisation should have a central 
Security Policy, some of which impinges on email and record retention.  However, 
compliance is a separate issue from security and is not covered by ISO 17799 or BSI 7799. 

• IT & Security. IT must consider the operational requirements for any system. The issues 
of mail server management, backups, archive management, disaster recovery, sizing, 
throughput etc need to be defined and documented. In fact, this area can easily define a 
positive return on investment for the final solution. 

•  Team. Build a list of requirements that a solution must/should meet. This list may 
include groups of functions to allow for a staged implementation. 

The project will extend to cover all forms of electronic records and their requirements, and as 
such will need to be planned carefully with this in mind. All the requirements should be 
understood before a solution is scoped. 

4.3 Components of the solution 

The solution must be capable of meeting all of the existing requirements. The solution may be 
modular in nature, comprising email systems, document management systems, hardware 
subsystems, procedures, and so forth, but the record storage system will be fundamental to any 
overall solution.  

Fault tolerance and throughput are vital considerations as are longevity and technology renewal. 
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Magnetic disks should be used to achieve the requirements of fast access for discovery and meet 
the requirement in the EU to be able to delete or amend individual records.  The solution must 
ensure that records cannot be changed or accessed through a back door as it is a disk [ , [ .   3 ]

[ 3 ]

 33 ]

The solution may use various levels of storage, from SANs through to near-line storage for 
performance and cost reasons. The solution must therefore ensure that it can perform a fully 
audited, verified, and secure data migration between these levels . 

Hardware on its own is insufficient, irrespective of its functionality. Specialist software that has 
been designed specifically to address the requirements discussed in section 3 will be required. 
Hardware that may be ‘compliant’ coupled with software that is not compliant cannot be part of 
a compliant solution. A solution is only as good as its weakest link. 

Products alone do not make an organisation compliant. Compliance is only achieved through a 
combination of hardware, software and procedures, which have been implemented correctly 
and which are continuously audited and reviewed. 
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5 CONCLUSION 
To implement an email system that provides the strongest evidential weight and meets the legal 
and regulatory requirements is a difficult but achievable task.  It will take time and an 
organisation should not attempt a solution without first understanding the full set of 
requirements that the organisation must meet.  As with any major undertaking, the organisation 
must ascertain the requirements and their implications, make a plan based on its business needs 
and priorities, and then execute that plan. 

Some of the requirements may be seen as insurance whilst others have a direct ROI. Whatever 
the final outcome, doing nothing is not an option.  From a legal perspective: 

• If an organisation uses a system that it knows is non-compliant then it can be held liable 
(even though it may be “best of breed”). 

• If an organisation knows of a system that is compliant but fails to use it then it can be 
held liable. 

The bottom line from a legal perspective – if an organisation cannot use a compliant system then 
it should not communicate via electronic mail! 
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